OXYGEN FORENSIC® DETECTIVE
Extraction from Qualcomm chipset devices

How to extract data from devices based on Qualcomm
chipsets via EDL mode
EDL (Emergency Download) mode is found on Qualcomm chipset-based mobile devices. Utilizing
EDL along with data extraction is often much faster than Chip-Off, JTAG, or ISP and typically does
not require phone disassembly. Additionally, using this method does not modify the user or system
data.
Oxygen Forensic Detective now allows investigators to utilize this non-invasive physical acquisition
technique and screen lock bypass on more than 400 unique devices when the phone can be
successfully placed into EDL mode.

Supported decvice
Detective supports EDL Qualcomm 9008 service mode utilization, providing support for devices
with the following chipsets: MSM8909, MSM8916, MSM8917, MSM8926, MSM8929, MSM8936,
MSM8937, MSM8939, MSM8940, MSM8952, MSM8953, MSM8974, MSM8976, MSM8992,
MSM8994, MSM8996. The number of supported chipsets will be expanded in future releases.
The list of supported devices includes models from: Acer, Alcatel, Asus, BLU, Coolpad,
General Mobile, Gionee, HiSense, Huawei, Infinix, Lenovo, LG, LYF, Micromax,
Motorola, Nokia, OnePlus, Oppo, QMobile, Swipe, Vivo, Wiko, Xiaomi, YU, and ZTE.

How to place a device into EDL mode
There are several ways to switch the device into emergency download (EDL) mode, however
the method can be different for each phone. Therefore, please check your device model
before starting the extraction process. The most common approaches are presented below:

Software techniques:
1) ADB (Android Debug Bridge) (included in the product)
• Install drivers. Use official drivers from the device manufacturer website or download the drivers
package from the customer area of Detective (Service/Visit customer area menu in the software):

• Enable USB debugging on Android device via Developer options and plug the device in to the
computer:
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• When the phone asks for authorization, press OK
• In the Сommand window type: cd C:\Program Files (x86)\Oxygen Forensics\Oxygen Forensic
Detective\SystemFiles
• Then enter adb reboot edl

• Upon entering EDL mode, the screen should go black.
2) Fastboot (included in the product)
• Make sure the drivers package is installed on the PC
• Switch the device to fastboot mode by holding Power and Vol- at the same time (the key
combination can be different for each phone), then connect the phone to the PC
• In the command window enter: cd C:\Program Files (x86)\Oxygen Forensics\Oxygen Forensic
Detective\SystemFiles
In the next line enter: fastboot oem edl as it is shown below:

• Upon entering EDL mode, the screen should go black.
3) Key combination method (combination depends on the device model)
• Turn the phone off
• Plug the USB cable into the PC, but not the phone
• Push and hold Vol- and Vol+ at the same time and, while holding them, plug the other end of the
USB cable into the phone
• Hold the keys for 3-5 seconds, the phone should enter EDL mode. The screen should go black

Hardware techniques:
• EDL cable (also known as Xiaomi cable). Specialized cables can be used to switch the device
into EDL mode. These cables are available online, or if you have an Oxygen Forensic Cable Kit they
are included.
• Shorting the pins. This method, also known as “test points,” requires technical experience and
phone disassembly. To switch the phone to EDL, metal tweezers for mobile phone repair or a piece
of wire are often used to short/connect the test points. This is not advised unless the investigator has
electrical component assembly/disassembly experience.

Working with Detective and EDL
When using the EDL mode feature, connect the phone
to the PC, then open Oxygen Forensic Detective
and click on Connect Device button. The Qualcomm
EDL extraction can be found within the Physical data
acquisition section in Oxygen Forensic Extractor.

A device connected in EDL mode is usually
found in the COM port section within Windows
Device Manager and labeled "Qualcomm
HS-USB QDLoader 9008" or "QHUSB Bulk."

Once the Windows system recognizes the attached
device, go to the next screen. The Data Extraction
Master will search for the attached device. Once
the device has been found the our standard physical
dump for Android devices will progress.
When the acquisition has completed, the device will
restart automatically into normal mode.
NOTE: Sometimes the extracted physical image will
be encrypted If encrypted, investigators will see many
files in the file browser from all supported partitions
with the exception of the user data partition.

Please tell us about your experience. The Oxygen Forensic team is always ready
to assist you: support@oxygen-forensic.com

Founded in 2000, Oxygen Forensics has provided solutions in the mobile
forensics market since the beginning of our mobile-connected world.
Nowadays Oxygen Forensics is the leading global digital forensics software
provider, giving law enforcement, federal agencies, and enterprises access to
critical data and insights faster than ever before. Specializing in mobile device,
cloud, drones and IoT data, Oxygen Forensics provides the most advanced
digital forensic data extraction and analytical tools for criminal and corporate
investigations.
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